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collection
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1. The reference architectures can be used to validate
choices you have made or are planning to make.

2. They are curated from the community. You will notice a
number of common elements that are used repeatedly.

3. Each image has a link to its original source in the
speaker notes, enabling you to deep dive for more
knowledge.

If you would like to have your reference architecture added to this deck,
please send it to community@sonatype.com.
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Integration Points and Degree of Automation
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O sonatype Source: Gartner, December 2017 - “Structuring Application Security Practices and Tools to Support DevOps and
DevSecOps”
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https://www.gartner.com/doc/3830131/structuring-application-security-practices-tools
https://www.gartner.com/doc/3830131/structuring-application-security-practices-tools

GSA’s
DevSecOps
Maturity
Model
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Metric

Description

Associated Domain(s)

Deployment frequency

Number of deployments to production in a given time frame

Application Deployment; Authority to Operate
Processes

Change lead time (for
applications)

Time between a code commit and production deployment of that code

Overarching; Authority to Operate Processes; Patch
Management

Change volume (for
applications)

Number of user stories deployed in a given time frame

Overarching

Change failure rate

Percentage of production deployments that failed

Application Deployment

Mean time to recovery
(MTTR) (for applications)

Time between a failed production deployment to full restoration of
production operations

Application Deployment; Backup and Data
Lifecycle Management; Patch Management

Availability

Amount of uptime/downtime in a given time period, in accordance with the
SLA

Availability and Performance Management;
Network Management

Customer issue volume

Number of issues reported by customers in a given time period

Overarching

Customer issue resolution
time

Mean time to resolve a customer-reported issue

Overarching

Time to value

Time between a feature request (user story creation) and realization of
business value from that feature

Overarching; Authority to Operate Processes

Time to ATO

Time between the beginning of Sprint 0 to achieving an ATO

Overarching; Authority to Operate Processes

Time to patch
vulnerabilities

Time between identification of a vulnerability in the platform or
application and successful production deployment of a patch

Authority to Operate Processes

Source: GSA, “DevSecOps Guide”



https://tech.gsa.gov/guides/dev_sec_ops_guide/
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DevSecOps
according to
DJ Schleen at

Sonatype
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DevSecOps
according to
Nicolas Chaillan
and U.S. Dept
of Defense
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DevSecOps
according to
Nicolas Chaillan
and U.S. Dept
of Defense
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DoD Enterprise DevSecOps Architecture®

Centralized DoD

Enterprise DevSecOps

Application / Microservices Artifacts Reposito

L built by DoD Programs. A P by
Source code Continuously

Hardens Docker Public

Images and Assesses Open

Repository** Source Libraries

repository DoD Enterprise DevSecOps Platform** Artifacts
pulls

DevSecOps  Security Side DoD OCIO/DISA
Cl/cCD Car pulls Centralized

pipeline**  Container**  FuuentdRea- E|asticsearch - Logs/Telemetry****

time pushes

pulls 2

; : i Service-wide Visibility
*each DoD Program can have its own instantiation Optional Abstraction Layer with Logs/Telemetry****
of the DoD Enterprise DevSecOps Platform on any Red Hat Openshift or Pivotal Container C y
Cloud. Service
** can be installed with single command and
deployed on any Cloud.
*** could be deployed inside an enclave or on- Bare-metal, GovCloud, AWS Secret, Azure Secret,
premises mil Cloud, C2S, Jedi...***

**** gives complete visibilities of assets,
security/vulnerability state etc. can be integrated to
existing cybersecurity shared services.
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DevSecOps
according to
Murray
Goldschmidt
and Sense of
Security

O sonatype

Layer #1 — The developer has an
opportunity to avoid introducing a
security vulnerability in their IDE.

&

Layer #3 — Automated dynamic
scanning of the application detects the
same vulnerability if it gets this far.

&

1] i

Nrsensi,

Layer #2 — Static code analysis
triggered by the code commit

action identifies the vulnerability — the exposed vulnerability. Add

build fails.

Layer #4 — Continuous Monitoring &
Vulnerability Management detects

comprehensive Manual Pen

All Day DevOps

Source: ADDO 2017, YouTube — “DevOps: A How-To for Agility with Security: Murray
Goldschmidt”



https://www.youtube.com/watch?v=YVa8Bn9CRK8
https://www.youtube.com/watch?v=YVa8Bn9CRK8
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https://electric-cloud.com/blog/2018/07/devsecops-how-to-build-secure-pipelines-and-prevent-the-next-equifax/
https://electric-cloud.com/blog/2018/07/devsecops-how-to-build-secure-pipelines-and-prevent-the-next-equifax/
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according to
Shannon Lietz
and Intuit

O sonatype

NI
| )

A CHECKMARX

splunk >

DevSecOps Code - Creat

-
I CONTRAST
O evident.io

GAUNTLT

ing Trust & Confidence

& Sonat @metasplo:t
. P INSPEC 0‘ & evident.io
‘I Nessus o
s Beaker splunk
& TANIUM < FireEye

Source: Shannon Lietz, DevSecOps — “[| Shifting Security to the Left”


https://www.devsecops.org/blog/2016/5/20/-security

DevSecOps
according to
John Willis and
Botchagalupe
Technologies
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https://www.slideshare.net/botchagalupe/you-build-it-cyber-chicago-keynote

DevSecOps
according to
Michael Man
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Source: Michael Man, LinkedIn SlideShare — “DevSecOps — London Gathering: June 2018”



https://www.slideshare.net/MichaelMan11/devsecops-london-gathering-june-2018

DEV. LOCAL INTEGRATION STAGING

‘configuration as code" |

|
—— — —
binary repository

packages

DevSecOps

POSt-
1 obuild |
according to o artiihe sl Ansible or

uDeploy

Wilson Mar
and JetBloom

done?

scan

Git push

alerts

_ +plug-ins Dev. Int.
machine server
+Groovy

"test first"

Developer

“immutable”

?

Deploy when ready

@) Sonatype Source: Wilson Mar — Hands-On DevSecOps Course



https://wilsonmar.github.io/devsecops-perftest/

DevSecOps

according to
Matt Watson
and Stackify
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https://stackify.com/devsecops-automate-security-testing/

Interested in
DevSecOps, but
don’t know
where to start?
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Nexus Vulnerability Scanner

Detailed analysis for report: ozone-marketplace-7.17.1.0.zip

Summary

Policy Violations

Filter: m Exact  Similar  Unknown

Policy Threat -
Search Name

License-None

Security-High

License-Copyleft

Security-Medium

Showing all 267 rows

Component -

Search Component

) javax.el : el-api : 2.1.2-603
) org.glassfish.web : el-impl : 2.1.2-603

) ch.qos.logback : logback-classic : 1.1.11

9 comfasterxml jackson.core : jackson-databind : 2.8.10

) commons-beanutils : commons-beanutils : 1.9.3
) domd; : domdj : 1.6.1

) net.sf.ehcache : encache : 2.10.4

4 org.apache logging.logd; : log4j-core : 2.7

§ org.apache.lucene : lucene-queryparser : 6.5.1

j org.apache.tomcat : tomcat-catalina : 8.5.23

J org.apache tomcat : tomeat-util : 8.5.23

) org.apache tomcat : tomcat-websocket : 8.5.23
j org.hibernate : hibernate-validator : 5.3.5.Final
J org.jgroups : jgroups : 2.10.0.GA

) org.postgresql : postgresql : 42.1.4.jre7

) org.springframework : spring-core : 4.3.12.RELEASE

J org.springframework : spring-expression : 4.3.12. RELEASE

) xerces : xercesImpl : 2.11.0

9 jauery-form 3.50.0
§ org.yam! : snakeyam : 1.17

3 com.google.guava : guava : 23.6-re

J com.h2database : h2 : 1.4.196

) commons-fileupload : commons-fileupload : 1.3.3

4 jivesoftware : smack : 3.2.1

) org.apache tomeat : tomeat-coyote : 8.5.23
) org.elasticsearch : elasticsearch : 5.4.3
) org.springframework : spring-web : 4.3.12.RELEASE

J org.springframework : spring-webmve : 4.3.12.RELEASE

Security Issues

Pop...

Violations:

Age

100y

100y

License Analysis

Release History

Summary Al

}— 14 years —10

N

Nk

hL. Try Nexus Vulnerability Scanner:

il 2 1.

Confidently and quickly analyze your open
source and third party components

Create a precise “Bill of Materials” to
identify which open source components
are used and where.

Discover all component dependencies and
known vulnerabilities or license risks.


http://www.sonatype.com/appscan

DevSecOps
according to
Jeff Williams
and Contrast
Security
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IMPLEMENT A DEFENSE

STRATEGY

IDENTIFY YOUR NEXT
MOST CRITICAL

Source: Jeff Williams, DZone Refcard #267— “Introduction to DevSecOps”


https://dzone.com/refcardz/introduction-to-devsecops?chapter=3
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https://dzone.com/articles/shifting-left-devsecops

DevSecOps
according to
Ben Chicoski
and CloudBees
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https://www.cloudbees.com/blog/orchestrating-devsecops-security-speed

DevSecOps
according to
Leonel Garciga
and U.S. Dept of
Defense/JIDO
(circa 2017)
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https://www.youtube.com/watch?v=LNL5J6gIkv0
https://www.youtube.com/watch?v=LNL5J6gIkv0

DevSecOps
according to
Hasan Yasar
and Carnegie
Mellon SEI
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CONFIGURATION

ENVIRONMENTS

CODE + SECURITY-FOCUSED
REVIEW CODE REVIEW

oMM CONTINUOUS + AUTOMATED
¢ - INTEGRATION/ SECURITY
TESTING TESTING

Qa/

we—r o

TESTING
+ ADDITIONAL

SECURITY

TESTING

SECURITY REVIEW/ @
ACCEPTANCE TESTING TRANSITION

Source: Derek Weeks, DZone — “From Water-Scrum-Fall to DevSecOps”



https://dzone.com/articles/from-water-scrum-fall-to-devsecops

DevSecOps
according to
Larry
Maccherone
and Comcast
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Pen testing * Incident root causes or
« Compliance validation FMEA analysis

(PCI, etc.) New attack surface?

Restore/maintain
Fuzzing Plan to update threat mode!

service for non-attack
usage

*» Common abuse cases

» Break the build code analysis e : RASP auto respond

Roll-back or toggle off

Block attacker

Shut down services
Static/IAST ar
Abus
Code review

Intrusion detection
App attack detection

Threat modeling =

Security backlog items _ ' e * Log information for
Analyze/Predict > * Ifwe do X will it * Configuration validation after-incident analysis

Security backlog items mitigateY? * Feature toggles/Traffic
+ Capacity shaping configuration
forecasting

Source: Larry Maccherone (@Lmaccherone), Twitter — “Annotated DevSecOps Cycle”



https://twitter.com/LMaccherone
https://twitter.com/LMaccherone/status/843644744538427392

DevSecOps
according to
Jim Bird
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Change to infrastructure | Change to code

Precommit -

Threat modeling
IDE checks
Check-in Peer code review

Software Component Analysis
Incremental SAST
Security Unit/Functional Tests
Alert on high-risk code changes
Continuous Compille Build Checks

Successful build

Binary
Repo

Automatic deploy | Provision and
to Test/Staging | Configure Runtime

=
Management
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Deep SAST Scans
AmmawdSer_wiryArtads

Fuzzing
Pen Testing (Out of Band)

Production
Repo
Automatic deploy | Provision and
to Production | Configure Runtime

—
Continwous
Feedback
twpsM norios Conthvuoas Wdaebilly Somss
Red Teaming Source: Jim Bird, O’Reilly — “DevOps Sec: Securing Software Through
mummwg;mmm Continuous Delivery”

Automated Runtime Defense



https://www.oreilly.com/library/view/devopssec/9781491971413/
https://www.oreilly.com/library/view/devopssec/9781491971413/

DevSecOps
according to
YOU
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Want your DevSecOps Reference Architecture to this deck?

1. Send it to community@sonatype.com with the subject line: DevSecOps Reference Architecture
2. Provide a link as to where people can find more info about it (e.g., blog, video, SlideShare)
3. We'll add it to this deck with full attribution to you

It’s that easy; we all learn with help from the community. Thank you in advance for your contributions!


mailto:community@sonatype.com
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DevSecOps
according to
Ugo Ciraci and

Emerasoft
EMERASAFT
@) sonatype Source: Ugo Ciraci, Emerasoft, Medium — “DevSecOps at Emerasoft: Sonatype Nexus

Lifecycle and F5-Advanced WAF”



https://blog.sonatype.com/emerasoft-and-lifecycle
https://blog.sonatype.com/emerasoft-and-lifecycle

CI/CD Pipeline

DevSecOps
according to
Ashish Rajan

a n d Ve rs e n t PLAN CODE BUILD TEST RELEASE DEPLOY OPERATE MONITOR
Capturing Security m“":“m Security Testing/ Artifact DAST Somn Operational Security
Requirements Sof c ; Penotration Testing Scanning Matrics
Analysis (SCA)

Source: Ashish Rajan, Medium — “DevSecOps Melbourne Meetup SO1EO6 & Event Update”
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https://medium.com/@ashishrajan/devsecops-melbourne-meetup-s01e06-event-update-92c43ec41c3d

DevSecOps
according to
Chaitanya
Jawale and
Opcito
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Source: Chaitanya Jawale, Opcito — “From the CEQ’s Desk: DevSecOps — Next Stride
for DevOps”



https://www.opcito.com/blogs/from-the-ceos-desk-devsecops-next-stride-for-devops/
https://www.opcito.com/blogs/from-the-ceos-desk-devsecops-next-stride-for-devops/

DevSecOps
according to
Seth Gagnon
and Cigna
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Delivery Pipeline

Automation Tools Used Throughout
Pipeline

b

Source: Seth Gagnon, Dzone — “An Example of a Continuous Delivery Pipeline”


https://dzone.com/articles/an-example-of-a-continuous-integration-delivery-pi
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Code
Config Dev Env
. Ifit-s-—-o Stg Env
Validate A

Log for audit

* All security tasks are marked in RED

@) sonatype Source: GSA Slidedeck — “Implementation of DevSecOps for D2D”


https://tech.gsa.gov/assets/downloads/techtalks/tech-talk-devsecops--for-d2d%20Platform.pdf

DevSecOps
according to
Atul Jadhav and

Aricent
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Unified
Relevance Tools

Extendable Security
Platforms

AVERT

Automated Vulnerability
Ecosystem Resistance
Tactics

Reporting

Source: Atul Jadhav, Aricent — "Security Software”



https://www.aricent.com/software/security-software

DevSecOps
according to
Steve Springett
and ServiceNow
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Source: Steve Springett, GitHub — “Dependency-Track”



https://github.com/DependencyTrack/dependency-track
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O sonatype Source: Mohammed Imran, LinkedIn — “Practical DevSecOps Course — Part 1”


https://www.slideshare.net/secfigo/practical-devsecops-course-part-1-82334619?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=7
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