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1. The reference architectures can be used to validate
choices you have made or are planning to make.

About this 2. They are curated from the community. You will notice a
collection number of common elements that are used repeatedly.

3. Each image has a link to its original source in the

speaker notes, enabling you to deep dive for more
knowledge.

If you would like to have your reference architecture added to this deck,
O sonatype please send it to community@sonatype.com.
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Integration Points and Degree of Automation

Degrees of
DevSecOps
Automation
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Source: Gartner, December 2017 - “Structuring Application Security Practices and Tools to Support DevOps and

DevSecOps”


https://www.gartner.com/doc/3830131/structuring-application-security-practices-tools
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DevSecOps
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Metric

Description

Associated Domain(s)

Deployment frequency

Number of deployments to production in a given time frame

Application Deployment; Authority to Operate
Processes

Change lead time (for
applications)

Time between a code commit and production deployment of that code

Overarching; Authority to Operate Processes; Patch

Management

Change volume (for
applications)

Number of user stories deployed in a given time frame

Overarching

Change failure rate

Percentage of production deployments that failed

Application Deployment

Mean time to recovery
(MTTR) (for applications)

Time between a failed production deployment to full restoration of
production operations

Application Deployment; Backup and Data
Lifecycle Management; Patch Management

Availability

Amount of uptime/downtime in a given time period, in accordance with the
SLA

Availability and Performance Management;
Network Management

Customer issue volume

Number of issues reported by customers in a given time period

Overarching

Customer issue resolution
time

Mean time to resolve a customer-reported issue

Overarching

Time to value

Time between a feature request (user story creation) and realization of
business value from that feature

Overarching; Authority to Operate Processes

Time to ATO

Time between the beginning of Sprint 0 to achieving an ATO

Overarching; Authority to Operate Processes

Time to patch
vulnerabilities

Time between identification of a vulnerability in the platform or
application and successful production deployment of a patch

Authority to Operate Processes

Source: GSA, “DevSecOps Guide”



https://tech.gsa.gov/guides/dev_sec_ops_guide/
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https://www.owasp.org/index.php/OWASP_AppSec_Pipeline
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https://www.e-spincorp.com/from-devops-shift-left-testing-to-devsecops-shift-left-security/
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https://www.slideshare.net/SumanSourav2/devops-securityan-insight-into-securesdlc-implementation
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https://www.slideshare.net/ulfmattsson/integrate-security-into-devops-secdevops
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https://www.devsecops.org/blog/2016/5/20/-security

Layer #1 — The developer has an Layer #3 — Automated dynamic
opportunity to avoid introducing a scanning of the application detects the
security vulnerability in their IDE. same vulnerability if it gets this far.

DevSecOps @ @
according to Bl * - i -
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and Sense of triggered by the code commit Vulnerability Management detects
Security action identifies the vulnerability — the exposed vulnerability. Add
build fails. comprehensive Manual Pen Test.
s, f All Day DevOps
(O sonatype Source: ADDO 2017, YouTube — “DevOps: A How-To for Agility with Security: Murray

Goldschmidt”


https://www.youtube.com/watch?v=YVa8Bn9CRK8
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https://electric-cloud.com/blog/2018/07/devsecops-how-to-build-secure-pipelines-and-prevent-the-next-equifax/
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https://www.slideshare.net/botchagalupe/you-build-it-cyber-chicago-keynote
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https://www.devsecopsdays.com/articles/its-just-a-name
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https://www.slideshare.net/MichaelMan11/devsecops-london-gathering-june-2018
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https://wilsonmar.github.io/devsecops-perftest/
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https://stackify.com/devsecops-automate-security-testing/
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Source: Jeff Williams, DZone Refcard #267— “Introduction to DevSecOps”



https://dzone.com/refcardz/introduction-to-devsecops?chapter=3
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https://www.cloudbees.com/blog/orchestrating-devsecops-security-speed
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https://www.youtube.com/watch?v=LNL5J6gIkv0
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https://dzone.com/articles/from-water-scrum-fall-to-devsecops
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https://twitter.com/LMaccherone
https://twitter.com/LMaccherone/status/843644744538427392
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https://www.oreilly.com/library/view/devopssec/9781491971413/
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https://blog.sonatype.com/emerasoft-and-lifecycle

DevSecOps
according to
YOU

Want your DevSecOps Reference Architecture to this deck?

1. Send it to community@sonatype.com with the subject line: DevSecOps Reference
Architecture (or DM us on Twitter @Sonatype)

2. Provide a link as to where people can find more info about it (e.g., blog, video, SlideShare)
3. We’ll add it to this deck with full attribution to you

It’s that easy; we all learn with help from the community. Thank you in advance for your
contributions!

O Sonatype Image Source
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Source: Ulisses Albuquerque (@urma), Negar Shebab (@NegarShbb), and Banapreet Kauer,
Google Slides —“Automated Security in CI/CD Pipeline”



https://twitter.com/urma?lang=en
https://twitter.com/negarshbb?lang=en
https://docs.google.com/presentation/d/1TqF634NXL5AyQFffiV3cjtk1P6lc2HiQhI6JxmUELTo/edit
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Google Slides —“Automated Security in CI/CD Pipeline”
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Source: Chaitanya Jawale, Opcito — “From the CEQ’s Desk: DevSecOps — Next Stride
for DevOps”
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27 DevSecOps practitioners from leading enterprises shared their experiences and best
practices. Those recordings are all available for free at www.alldaydevops.com.

Learn More
About
DevSecOps
From Your
Peers

¥YCVS
MOTOROLA Hedalth.

“ ABN-AMRO

v eriz on v Carnegie Mellon University G R U B H u B

Software Engineering Institute

All Day Dev@ps

(O sonatype


http://www.alldaydevops.com/

DevSecOps
according to
Mohammed
Imran and
TeachEra

(O sonatype

£

Manual Assessment

—— 4 CHECKMARX

— VERA

p—

t
o— N -

Bog of Holcing

Demand Management Security Orchestrabon
Securty Serices StackStorm
Request
Provison

Secunty Services

i
= [®) QuAwys

v

Thread
"

‘ False Positve Analysis

»

AppSec

l;ix I ;Y.."RA — \B

i

Remediabon

i,

Reportng &

Metrics

= JiEJ Archer GRC

Source: Mohammed Imran, LinkedIn — “Practical DevSecOps Course — Part 1”



https://www.slideshare.net/secfigo/practical-devsecops-course-part-1-82334619?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=7

Designed & built on:

AN
‘ramazon \
*" webservices™ sonarqube’\ Fi:;iﬁ;g

-
OWASP \D uepwnencnm:
DevSecOps 0 git — zap $.0penVAS
|

according to
Alan Crouch

and Coveros

Jenkins

DevSecOps
Orchestration

cAPACHE ANT>

Cucumb%)r ==

i JUnit == Nexus

QO sonatype

Source: Alan Crouch, Coveros - “Implementing the DevSecOps Process”



https://www.coveros.com/implementing-devsecops-process/

A

Threat Model Manual Assessments AppSec Analyst

\ T False Positive Removal
‘—ps.wmyroanﬁ
- RN
\8—> - — @ P Security Tool 82 ——> gW—bO—b \&
Developer
AppSec Services Agp & Services Security v f De‘act Remesation

DevSecOps i I
according to Reporing &
Stefan @@’ |

Streichsbier

QO sonatype Source: Stefan Streichsbier, LinkedIn — “DevSecOps — The Big Picture”


https://www.slideshare.net/StefanStreichsbier/devsecops-the-big-picture-66944652?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=25

B

Security Hardeming of Artificats

</ Artifact “
~ Facilitates - Repository
InfoSec Q
Vulnerability Patching of Artificats T

Container Images, VM artifacts

DevSecOps - it

a CCO rd i n g to D r' Reviews m: Contributes to DEV Environment <+ with s.wn::n:?:u?:u criterion
Ravi Rajamiyer L 0 e - .
. . Rtmm cven J with Stwdty as acceptance criterion
and Cavirin L 07— conmscose—s] v | pumana__ | piatam =t O R .S
AR configuration ] ronment <4— urity
Developer code Q

Production Environment €4—™Monitor Drift from Baseline Security

)

Code Scan for Security Issues

Build Failures/Unit’‘Components Test Results ———————————— a
Current on known Paxches & Vulnerabilities ?

O sonatype Source: Dr. Ravi Rajamiyer, DevOps Summit Journal — “When ‘loC’ Meets ‘SoC”


http://devops.sys-con.com/node/4151782

DevSecOps
according to
ACROSEC

(O sonatype

Rule of thumb:
The later it gets, the more expensive It is to change
an application (significantly costlier!)

Security?
Leave it to
-

Production
Environmant

Testing/
Staging

Multiple

Tasl Env

Development Environment

V Model (similar to Waterfall)

Security:
Does it work
for you? 4
® Business IT Ops@
Start of Project nd of Predes
-“—‘ “_-_, :-:_w g
= =3
- ; = Production
m . o Enviranmant

Muiltiple ! 4 '
Test Enw’

Security?
But we |ust provide
the network and

Tragedy in the

s 3 Add Security by Design) & I'DevSecOps !

- . . -
[T -——T] Par Taateg - Swcasty #onbay
» DAST

Ieree Mgl Mok Cavrirdces
SAST ' PueBecOps WAF - RARS D ondy”™ AR

"371’:‘3:0: This work s bcansed under the Creative Commons Amnbuton-NonCommerncial-NoDervatives 4.0 Inlernational License

DevSecOps Suppon for Continuous Hardening

Top management involvement required:
Keep an eye on the realities in the organization regarding
I'Shift Left), M Security by Designj and "DevSecOps !

Aglle ¢
IT Ops ® Devops ¢

{Kind of
ast now,,,

IT trenches

Still an often seen reality!

Multiple Test Environments

network and system
security basics..,

Security:
Does it work

for you?
Tguie i tachatn (**) Business ?
. . Agle ¢

Better s

et Dwange Bevmdy

approach == _=*
Business explicitly requires —
a preventive approach for

2.19, 2018 SAcronec Inc., Al Rights Restanwed

Version 1

Production

e g'g Environmant

appropriate budget). =D vire =
. Dev. team creates a security = 0 ° = 3

dasign Tor the application, S O sy [ g
. Ops. and Dev. teams work Multipld Test Env. ® . e =

together in order to implement \ 1 - - g -

security hardening a) efficiently 1 1’ W/ | -

and b) continuously in order to
maintain the intended security
quality over time.

hllps

DevSecOps Support for Continuous Mardening

Source: ACROSEC — “3 Important Elements of Application Security: ‘Shift Left,
‘Security by Design,” and ‘DevSecOps’”



https://www.acrosec.jp/qwertz/wp-content/uploads/2018/01/A1_Acrosec_Application_Security_Shift_Left_Security-by-Design_DevSecOps_V1.2.19_english.pdf

Nexus

® Bitbucket
Integration

@ <iBamboo

sonarqube

%Y SoapUl
@Jasmine R ReSharper

= BlazeMeter
S¢e

cucumber.

Helen Beal and
Ranger4

s dynatrace . ‘
DevSecOps X Confluence
according to QHipChat

&

¥JIRA Service

= Sonatype (L)

QO sonatype Source: Helen Beal, LinkedIn — “DevSecOps: Is It a Good Thing?”



https://www.slideshare.net/DevOpstastic/devsecops-is-it-a-good-thing

DevSecOps
according to lan
Massingham
and AWS

(O sonatype

CloudFormation
— Templates for Environment

Continuous ;j

Scan \
- +> . [
Config BLEAET
Checksuni™=&
Code Audi'{\'alidate

$::gg TestEnv

—_— s p——————ir —_— Promote éb Staging Env
Validate eed cac
- I Pull Prod Env
v —t Code :
T [j l Log for audit
- - —

@lanMmmm

Send Build Report to Security
Stop everything if audit/validation failed

Source: lan Massingham (@lanMmmm), LinkedIn— “Securing Systems at Cloud Scale
with DevSecOps”



https://twitter.com/IanMmmm?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.slideshare.net/AmazonWebServices/securing-systems-at-cloud-scale-with-devsecops

AWS CloudFormation
templates for Env

Repo
s,% Generate Vulnerability
oo, | Package i
DevSecOps s Config Builder "|rctall — -ﬂ
according to Code Security Pushl Create
Config Repository |
Hart Rossman Tests = —VaFEIoR. S Test Env
- (ClServer — Staging Env
and AWS Commit to Control Pull Server J
Dev repo @ Code I S Prod Env /
\ »
t b *Security Infrastructuretests -
Send build report to dev and “Security unk tests n app
stop everything if build failed

(O sonatype Source: Priyanka Aash, LinkedIn SlideShare — “DevSecOps in Baby Steps”



https://www.slideshare.net/cisoplatform7/devsecops-in-baby-steps-59371055

DevSecOps
according to
Dominic

Delmolino and
Accenture

QO sonatype

[@ O k) | T ovips Fréarpras Sorvicos
Test DevOps Enterprise Services

W

Production DevOps Enterprise Services — Multi-AZ

arhfactony

Artifactory
anw Maven Meoos ey

-~ &,
T

@

(Maam B0 Barvar)

Nagios

Maswier Nosiriag Servers - Dew, Tesd Pad] |Masier L gmu

. . A
lum—

CED

™ ‘-—-‘
. M‘

4

———

j L 1 "
“Flatinum” Project

Workstation

\

Commaon
Entarprine
Libvaries

v Mg om oy

L}brwnl

‘-Scrnr Mnmtonﬁq Data

ELK
(Promet Taat ooy hrwyee bo.-

!t"

' o /.. ﬂ &

“Platinum” Project

m Test VPC

Taks
.‘rv.n
- Pugpwi
Sy

m “Platinum” Project Development VPCJ

m Production VPC

Source: ADDO 2017, YouTube — “DevOps in Secure Environments: Strategies for

. aa

FLK
MP-‘ g Asarge a Beives

e

(LR

Py

Vet

»
<L e )

P

La bl

“Platinum” Project

Success: Dominic Delmolino”



https://www.youtube.com/watch?v=Vkn4oIIjyDs

-

DevSecOps according to Shine Solutions
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Run Tests in Parallel
(O sonatype Source: Archie Gunasekara, Shine Solutions — “The Emergence of the 3 Towers:

DevSecOps”


https://shinesolutions.com/2016/05/13/the-emergence-of-the-3-towers-devsecops/

4

DevSecOps
according to
Mohammed
Imran and
Ellucian

QO sonatype

Release

Release the artefact as
production ready after
change/release approvals

Configure

Configure the application/
stack using configuration
management

Monitor

Monitor the application
for its performance,
security and compliance

Configure

Monitor

Package

Plan & Create

Plan and implement the
code using source code
management (SCM)

° Verify

Test and verify the code
does, what business
wants.

Package

Package the code in a
deployable artifact & test
it in staging environment

Source: Mohammed Imran, LinkedIn — “Practical DevSecOps Course — Part 1”



https://www.slideshare.net/secfigo/practical-devsecops-course-part-1-82334619?qid=c3898139-ccc1-414e-8924-210428f93ba6&v=&b=&from_search=7
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DevSecOps
according to
YOU

Want your DevSecOps Reference Architecture to this deck?

1. Send it to community@sonatype.com with the subject line: DevSecOps Reference
Architecture (or DM us on Twitter @Sonatype)

2. Provide a link as to where people can find more info about it (e.g., blog, video, SlideShare)
3. We’ll add it to this deck with full attribution to you

It’s that easy; we all learn with help from the community. Thank you in advance for your
contributions!
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